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Notices

® The reproduction, transmission or use of this document or its contents is not permitted without express
written authority.

® Information and specifications in this document are subject to change without notice.

® While information in this document is well edited and checked, mistake or omission may exist. Please
don't hesitate to contact SUPCON if you have any question about this document.

® Please contact SUPCON via email "SMS@supcon.com” if you have any question.

Trademarks

Trademarks or marks SUPCON, SPlant, Webfield, ESP-iISYS, MultiF, InScan, SupField are all registered,
registering or using by Zhejiang SUPCON Technology Co., Ltd., which owns the properties of all trademarks or
marks above. Without the written authority from Zhejiang SUPCON Technology Co., Ltd, no individual or
company shall use any trademarks or marks above. We reserve the right to take legal action for any individual or
company using trademarks or marks above illegally.

Symbol Definition

WARNING: Indicates information that a potentially hazardous situation which, if not avoided, could
result in serious injury or death.

RISK OF ELECTRICAL SHOCK: Indicates information that Potential shock hazard where
HAZARDOUS LIVE voltages greater than 30V RMS, 42.4V peak, or 60V DC may be accessible.

ESD HAZARD: Indicates information that Danger of an electro-static discharge to which

ATTENTION: Identifies information that requires special consideration.

TIP: Identifies advice or hints for the user.

m equipment may be sensitive. Observe precautions for handling electrostatic sensitive devices
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DCOM Configuration

Section 1 Overview

OPC, as a universal industrial standard used wildly, is usually used for the inter-connection
between DCS and the process of the other system software. If OPC server and OPC client are not
running in the same computer, it needs to perform OPC remote connection and DCOM
configuration for both computers.
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Section 2 Preliminary Preparation of Configuration

Before configuring DCOM, make sure:

® \Windows operating system should be installed and configured according to responding
installation specification.

® User should use “administrator” to login Windows on the computer which is as sever and
client. Only the administrator-level user could set user account and configure DCOM.

® Communication between DCOM sever and DCOM client is well.(User can use the
command “ping”)

® The account and password of current user on the server should accord with that on the
client. For example, if the account and password of computer running client software are
DcomUser and abc, the account and password of server software have to be DcomUser
and abc, too.

ﬂ Attention:
Both the account and the password should be the same. And empty password is not
allowed.
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Section 3 DCOM Configuration

This section takes Windows 7 operation system as an example to introduce how to configure
DCOM. Configuration methods in other operation systems are similar.

Restart the computer after DCOM configuration completed. Server and client should login by the
same user name and password, and the password should not be null.

3.1 Configure Server

Configure following items for server:

® Configure “Computer” properties.
Configure “OpcEnum” properties.
Configure OPC server properties.
Configure folder options.

Configure system service.

Configure system security strategy.

3.1.1 Configure Component Services

Enter into the “Component Services” interface by the following instruction, as shown in Figure 3-1.

® [or 32-bit operation system, input “DCOMCNFG” in “Run” dialog.

® [or 64-bit operation system, input “mmc -32” in “Run” dialog, and add “Component
Services” in the window popped up.
Operations in 64-bit windows 7 are the same as operations in windows server 2008. For
details, please refer to Step 1 in “4.4 Windows Server 2008 Standard 64-bit”.
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¥ Component Services I m]
. File  Action  View Window Help == x]
- [e= = — m e, o
e A 5, AENERERY ? | o) BAR| s i==
(L3 Console Rook Marme | Actions
5, . = —
= Cf-mp-:unent Services _I COM+ Applications My Computer s
B[] Computers | DCOM Caonfig
U1y Computer _ Rurining Processes More Actions g

§2] Event viewer (Local)

2 || Distributed Transaction Coordinatar
&, Services (Local)

Figure 3-1 Component Services

Configure Computer Properties

Select [Component Services/ Computers/ My Computer] in Figure 3-1, right-click “My Computer”
and select “Properties”, and select “Default Properties” tab in the interface popped up. Settings for
items are shown in Figure 3-2.
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My Computer Properties d |

Default Protocols | COM Secuity | MSDTC |
General I Optiohs Default Properties

[¥ Enable Distributed COM on this computer

[~ Enable COM Internet Services on this computer

— Default Digtributed COM Communication Properties

The &uthentication Level specifies security at the packet lewvel,

Default &uthentication Lewvel:

Maone j

The imperzonation level zpecifies whether application: can determine
who iz calling them, and whether the application can do operations
Lzing the client's identity.

Default Imperzonation Level:

Drefault j

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level iz not anonymous.

™| Frovide additional security for reference iacking

Learn mare about getting these properties.

()% I Cancel Apply

Figure 3-2 Default Properties
® Select “Enable Distributed COM on this computer”.

® Set “Default Authentication Level” as “None”.

® Set “Default Impersonation Level” as “Default”.

Switch to “Default Protocols” tab, as shown in Figure 3-3.

My Computer Properties 2=

General I O ptions I Default Properties
Default Protocols | COM Security | MEDTE

DCOM Protocols

Figure 3-3 Default Protocols

Switch to “COM Security” tab, as shown in Figure 3-4.
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My Computer Properties el

General I O ptions I D efault Froperties I
Default Pratacols COM Secuiy | MSDTC

—Accezs Permizsions

“'ou may edit who iz allowed default access to applications. rou may
alzo 2t limitz on applications that determine their own permizsions.

Cautior: Modifuing accesz permiszions can affect the ability
t of applications to start, connect, function and-or run
geCLrely.

Edilimits.. | [ EditDefaul. |

— Launch and Activation Permizzions

Y'ou may edit who iz allowed by default to launch applications or
activate objects. Tou may alzo zet limits on applications that
determine their own permizsions.

Cautior: Modifving launch and activation permizzsions can
. affect the ability of applications to start, connect, function
anddar run gecurely.

Edit Limits... Edit Default...

Learn mare about setting these properhies.

k. Cancel Apply

Figure 3-4 COM Security

Click buttons “Edit Limits” and “Edit Default” for both “Access Permissions” and “Launch and
Activation Permissions” panes, and add following users:

Everyone

Interactive

°
°
® ANONYMOUS LOGON
® Administrator

)

Administrators

® SYSTEM
Take settings for “Edit Default” of “Everyone” as an example, steps to add user are shown below:

Click “Edit Default” for “Access Permissions”, to pop up the interface in Figure 3-5.
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Drefault Securty |

GTDUD ar Uzer names:

82 REMOTE INTERACTIVE LOGON
82, SYSTEM

)f 5-1-5-21-2034536664-405604:21 3?-3242825048-50? _ILI
4 4

Add... | Remove |
Permizzians for Everyone Al Deny
Local Access O
Fiemote Access O

Learn about access control and permissions

Ok, I Cancel

Figure 3-5 Access Permission

Click “Add” and click “Advanced” in the interface popped up, and then click “Find Now”, select
“Everyone”, as shown in Figure 3-6.
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Select Users, Computers, Service Accounts, or Groups

Select thiz object tupe:

ILlsers, Groups, ar Built-in securnty principals Object Tupes...

Fram thig location:

Ird.supcu:un.u:u:-m Locations...

Comman Queries |

IStarts with j I

Descriptior; IStarts withj I

Mame: Columns...

Find Mo

[T | Dizabled accounts Stop

™| Hon expiing pazswornd

g

[ays since [t logom: I 'I 71)‘_

Cancel

[ |

i L

2%

Search rezults:

Marne [FOM] | E-Mail Address | Description | Ir Falder |
% Erterprize Fe... EHAREAE.. dsupcon.comd...
§E veryone

& F1510
&, F1911

rd. supcon.com/...

rd. supcon.com/...

% F13-FRIMT rd. supcon. comy...
E) F19-printer rd. supcaon.cam/...
E) F2002 rd. supcon. com/d...
% F20TEST rd. supcon. com/d...
& F20TESTI0 rd.supcon.cam..
% F20TESTZ rd. supCon. comy...
;5 F20TEST3 rd. supcon.com/...

I B

Figure 3-6 Select Users, Computer, Service Accounts, or Groups

Click “OK” to view the selected user, as shown in Figure 3-7.
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%2elect Users, Computers, Service Accounts, or Groups ilil

Select thiz object pe:

ILlsers, Groupz, or Built-in secunity principals Object Types. ..

Fraom thig location:

Ird.supn::n:nn.n:n:-m Locations. ..

Enter the abject names to select [examples]:
Everyone Check Mames

i

Advanced... | k. | Cancel

Figure 3-7 View user name

Click “OK” to add “Everyone” successfully.

Select “Everyone” and select “Allow” for both local and remote access, as shown in Figure 3-8.

Default Security |

Group or user names;

R Everyone

51 SELF

52 REMOTE INTERACTIVE LOGON
52 SYSTEM

af 5-1-5-21-20345366E4 40560451 3?-3242825048-50? _lll
4 »
; Remowve |

Permiszions far Everpone Bl Dery
Local Access O
Femote Access O

L earn about access control and permissions

k. Cancel

Figure 3-8 Add “Everyone” to access permission

The interface adding “Everyone” user permissions in “Launch and Activation Permission” is shown
in Figure 3-9.
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Launch and Activation Permission el

Drefault Security |

i3 SYSTEM
'.19 5-1-5-21-2034536664-40560431 37-3242825043-500
‘f-i?_, Administrators [FOMGLYPIMNG W Administratars)

51 INTERACTIVE ns
4 |

Add... | Remove |
Permizsiang for Evernone Al Deny
Local Launch (M|
Fiemate Launch (M|
Local Activation O
Remaote Activation O

Learn about acceszs control and permizsions

0k, I Cancel

Figure 3-9 Add “Everyone” to launch and activation permission

Please make sure that the 6 user permissions added are selected as “Allow”.

Configure OpcEnum Properties

Select [Component Services/ Computers/ My Computer/ DCOM Config/ OpcEnum], right-click and
select “Properties”, and select “General” tab. Change “Authentication Level” as “None”, as shown
in Figure 3-10.

OpcEnum Properties ed A

General | Lu:u:ati-:unl Seu:urit_l,ll Enu:lpu:uintsl Identit_l,ll

— General propertiez of thiz DCOM application

Application Mame: DpcEnum
Application [D; (134860 44-4821-11 0 2-A494-3CE 306C1 0000}

Application Type: Local Service

Authentication Level: |G

Service Mame: OpcEnum

Figure 3-10 General

10
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Select “Location” pane, the setting is shown in Figure 3-11.
General Location I Securit_l,ll Enl:lpl:uintsl Identit_l,ll

The following settings allow DCOM ta lozate the corect complter for this
application. If pou make more than one zelection, then DCOM uzes the first
applicable one. Client applications may overide pour selectionz.

[ Fun applization on the computer where the data is located.

W Fiun application on this computer. I

[ Fun application on the following computer:

I Browse. . |

Figure 3-11 Location

Select “Security’ tab. Select “Customize” for 3 permissions, as shown in Figure 3-12. Click “Edit”
buttons one by one to add users “Everyone”, “Interactive”, “ANONYMOUS LOGON”",
“Administrator”, “Administrators”, “SYSTEM". All permissions are set as “Allow”. Operations steps
are shown from Figure 3-5 to Figure 3-9.

11
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OpcEnum Properties

Generall Location  Security | Enu:lpu:uintsl Identit_l,ll

2=

— Launch and Activation Permiszzions

 Uze Default

&+ Customize

Edi...

i

—Accezs Permizsions

 Uze Default

E' Cuztomize

Edi...

i

— Configuration Permizsions

£ Uze Default

' Customize

Edi...

i

Learn more about setting these properties.

k. I Cancel

Apply

Figure 3-12 Security

Select “Endpoints” tab, the setting is shown in Figure 3-13.

OpcEnum Properties

Generall Lu:u:ati-:unl Securty  Endpoints | Identit_l,ll

DCORM Protocols and endpoints:

2=

Figure 3-13 Endpoints

Select “ldentity” and select “The interactive user”, as shown in Figure 3-14.
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OpcEnum Properties 2=

Generall Lu:u:atiu:unl Seu:urit_l,ll Endpaints  Identity |

Which uzer account do you want to uze to rwn thiz application?

¥ The interactive user.

' The launching user.

™ Thig uzer.

[Izer:

Browse, . |

Figure 3-14 Identity

If the option “The interactive user” is disabled, enable the selection according to the following

steps:

1.
2.

Find the path of the application opcenum.exe by computer’s function Search.

Open the dialog “Run” by the key combination Windows+R and execute cmd command
in “Run” dialog. Open the cmd interface

Use the command cd to switch to the path of opcenum.exe and execute the commands
“opcenum /unregserver”, as the Figure 3-15 shows.

Execute the commands “opcenum /regserver” in the cmd interface.

C:“Windows“Prefetchrcd C:“MWindows“SysWOllc4 )
itch to the path of apcenum.exe

C:sWindows~SyslOU640pcenum Aunregserver

Excute the commands
C: Windows“SyszllOU64>0pcenum Aregserver

Figure 3-15 Enable the selection according to the steps

Configure OPC Server Properties

Take ECSDASVR server as an example, select [Component Services/ Computers/ My Computer/
DCOM Config/ SUPCON.ECSDASVR], right-click and select “Properties”, to open the
ECSDASVR properties interface, as shown in Figure 3-16.

Configuration of ECSDASVR server is the same as OpcEnum.

13
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SUPCON.ECSDASYR Properties el

General | Lu:u:atiu:unl Seu:urit_l,ll Endpnintsl Identit_l,ll

— General propertiez of thiz DCOM application
Application Mame; SUPCOM ECSDASYER

Application L {9401 4F30-A5C0-4EE0-AFFE-FC2FCOFF2EC2)
Application Type: Local Server

Authentication Lewvel;

Local Path: "DAECSOPCSw\ECSDAS wr exe"

Learn mare about 2etting these properties.

k. I Cancel Spply

Figure 3-16 ECSDASVR properties

3.1.2 Configure Folder Options

Double-click “Computer” icon on desktop to open its interface. Select [Organize/ Folder and
search options] to open the “Folder Options” interface. Select “View” tab, unselect “Use Sharing
Wizard (Recommended)”, as shown in Figure 3-17.

14
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Folder Options x|

General  Wiew |Searn::h|

— Falder wigws
Yau can apply the view [zuch az Detailz or lcong] that
waou are uzing for this folder to all folders of this type.

Spply to Folders | Reszet Folders

Advanced zettings:

) Show both parts but manage as a single file ;I
[ FRestore previous folder windows at logon
Show drive latters
Show encrypted or compressed MTFS files in color
Shiow pop-up description for folder and desktop tems
Show presview handlers in preview pane
[ Usze check boses to zelect items
(W ELze Shanng wizard [Recommended]
J When typing inta list view
) Automatically type into the Search Box
{8} Select the typed item in the view

Restore Defaultz |

k. Cancel | Apply |

Figure 3-17 Folder Options
3.1.3 Configure System Service

Select [Start/ Control Panel/ System and Security/ Administrative Tools/ Services] to open the
“Services” interface, as shown in Figure 3-18.

15
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Qoerces _iix

File  Action Wiew Help
@l o= HE > > m 0
& ) q Services (Local)
Select an item to view its description. Hame = | Description | Status | Startup Type | logonas | -
o bckiver Installer (A, Provides ... fanual Local System
*..Adaptive Brightness  Monitors a... Tanual Local Service
.. application Experie... Processes .., ranual Local System
.. Application Hosk He,.. Provides a...  Started Autornatic Lacal System e
“ dpplication Identity Determines. .. anual Lacal Service
% Application Informa... Facilitates ... fanual Local System
.. Application Layer G... Provides s, ., fanual Local Service
.. Application Manage,., Processesi,.. Tanual Local System
. ASPMET State Ser...  Providess...  Started Autarnatic Metwork 5.,
.Background Intellig... Transfers f... Disabled Lacal System
*..Base Filtering Engine  The Base F... Started Autornatic Lacal Service
“.BitLocker Drive Enc... BDESWC ho... fanual Local System
S Block Level Backup ... The WEBENM... fanual Local System
% Bluetooth Support .., The Blueto, .. fanual Local Service
., BranchZache This servic... farual Metwork 5.,
.. Certificate Propaga,.. Copies use,., Started ranual Local System
L NG Key Isolation The TN k... Started Marual Lacal Swstemn
L COM+ Event System Supports 5., Starked ABukamnatic Lacal Service
L COM+ System Appl... Managest...  Started fanual Local System
i Computer Browser Maintains a... Started Aukomatic Local System
L.Credential Manager  Provides s... Tanual Local System
. Cryptographic Serv... Provides fo...  Started Automnatic Metwork 5.,
LDCOM Server Proc..,.  The DCOM.,,  Starked Autornatic Lacal System
. Deskrop Window M...  Provides D...  Started ABukamnatic Lacal System
. DHCP Client Registers a... Started Aukomatic Local Service LI
Extended A Standard /

Figure 3-18 Services

Make sure items below are “Started”, as shown in Figure 3-19.

o Computer Browser Maintains a...] Started Autoratic Local Syskem
“n DCOM Server Process Launcher The DCOM,,, | Started Autoratic Local Syskem
. Remote Procedure Call (RPC) The RPCS5...| Started Autoratic Metwork 5.,
“: Remote Procedure Call (RPC) Locator In windaw,., | Started Autoratic Metwork 5.,
" Remaote Reqiskry Enables re... | Started Autarnatic Local Service
“;Routing and Remote Access Offers rout, . .| Started Automatic Local System
“, RPZ Endpoint Mapper Resolves R...| Started Automatic Metwork 5...

Figure 3-19 Check items status

If the item selected is “Disabled”, please start it by the following operation.

Double-click the item to pop up the dialog shown in Figure 3-20, click “Start” to start it.

16
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Remote Registry Properties {Local Compukter) El

General | Log EInI Fieu:u:wer_l,ll Dependenciesl

Service name; FemoteR egistry
Digplay name: Femaote Feagizty

D escription: Enables remote uzers to modify registiy zettingz on
thiz computer. IF this zervice iz stopped, the regizty LI

Fath to executable:
D:%wfindowssevetem3@hevchost exe -k regavc

Startup bype: Autamatic j

Help me confiqure service startup options.

Service status: Stopped

Start | Stop I Fauze Fesume

Y'ou can zpecify the start parameters that apply when vou start the zervice
from here.

Start parameters: I

k. Cancel Ay

Figure 3-20 Service status

3.1.4 Configure System Security Strategy

Press the keys “Win+R” to pop up the “Run” dialog, input “secpol.msc” to enter into “Local Security
Policy” interface, as shown in Figure 3-21.

17
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EE Local Security Policy i [m] ]
File Action Wew Help
s 2 ) a0, SN 7 Nie
-:1_‘;| Security Settings Palicy =~ | Security Sething o
3 Account Policies | Accounts: Administrator accounk status Lisabled
S chal Policies | Accounts: Guest account status Disabled
2 (LTS Eollcy . | Accounks: Limit local account use of blank passwords to consale .. Ensbled
User Rights 55|gnment | Accounts: Rename administrator account Administrator
= = ; ) | Accounts: Rename guest account Guest
= LVI:dOWI:L’_:ILe:all ith P.Qc:_vtanced security | Audit: Audit the access of global system objects Disabled
btk List Manager Policies
- TS & | Awdit: Audit the use of Backup and Restore privilege Disabled
= SoFtwareYRestriction Policies | Audit: Force audit policy subcategory settings {Windows Yista or ... Mot Defined -
= application Control Policies | dwadit: shuk down system immediately i unable to log security audits  Disabled
g 1P Security Policies on Local Computer | DCOM: Machine Access Restrictions in Security Descriptor Definiti... Mot Defined
| Advanced fudit Policy Configuration | DCOM: Machine Launch Restrictions in Security Descriptor Definiti,.. Mok Defined
| Devices: Allow undock without having to log on Enabled
| Devices: Allowed ko Format and eject removable media Mok Defined
| Devices: Prevent users From installing printer drivers Disabled
| Devices: Restrict CD-ROM access ko locally logged-on user only Mot Defined
| Devices: Restrict floppy access to locally logged-on user only Mok Defined
| Domain contraller: Allow server operators to scheduls tasks Mok Defined
| Domain controller: LDAP server signing reguirements Mok Defined
| Domain controller: Refuse machine account password changes Mot Defined
| Domnain member: Digitally encrypt or sign secure channel data (al...  Enabled
| Domain member: Digikally encrypt secure channel data {when pos... Enablzd
| Domain member: Digikally sign secure channel data (when possible)  Enabled
| Diomain member: Disable machine account password changes Disabled
| Domnain member: Maximurm machine account password age 30 days
| Domain member: Require strong (Windows 2000 or later) session ... Enablzd
| Inkeractive logon: Display user information when the session is lo,., Mot Defined
| Inkeractive logon: Do not display last user name Disabled
4 L) st e Dot o iee ezt i Ta Se— [

Figure 3-21 Local Security Policy

Set the “Security Setting” status of following items as shown in Figure 3-22.

| Accounts: Guest account skakus Enabled
| Metwork access: Let Evervone permissions apply o anonymous users Enabled
_:,::] Metwork access: Sharing and security model for local accounts Classic - local users authenticate as themselves

Figure 3-22 Security settings

3.2 Configure Client

Configure following items for client computer:
® Configure “Computer” properties: configuration method and contents are same with
server, please refer to 3.1.1.

® Configure “OpcEnum” properties: configuration method and contents are same with
server, please refer to 3.1.1.

® Configure folder options: configuration method and contents are same with server,
please refer to 3.1.2.

® Configure system service: configuration method and contents are same with server,
please refer to 3.1.3.

® Configure system security strategy: configuration method and contents are same with
server, please refer to 3.1.4.

18
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Section 4 Configuration Interface Access Path

Different operation systems have different access paths for configuration interface

4.1 Windows XP

1. Configuration Interface Access of Component Services

Select [Start/ Run] and input “©DCOMCNFG” to open the “Components Services”
interface.

2. Configuration Interface Access of Folder Options

Open “Computer” interface, select [Tools/ Folder Options]. Select “View” tab, unselect
“Use Simple File Sharing (Recommended)”.

3. Configuration Interface Access of System Service
Select [Start/ Settings/ Control Panel (Classical View)/ Administrative Tools/ Services].
4. Configuration Interface Access of System Security Strategy

Press the keys “Win+R” to pop up the “Run” dialog, input “secpol.msc” to enter into
“Local Security Policy” interface.

4.2 Windows 7

“Section 3 DCOM Configuration” describes how to configure DCOM taking the Window 7 OS as
example (including 32-bit OS and 64-bit OS).

Tip:

@ Only the start of “Component Services” is different between 64-bit window 7 and 32-bit
window 7, other operations are same.

4.3 Windows Server 2003

1. Configuration Interface Access of Component Services

Select [Start/ Run] and input “DCOMCNFG” to open the “Components Services”
interface.

2. Configuration Interface Access of Folder Options

Open “Computer” interface, select [Tools/ Folder Options]. Select “View” tab, unselect
“Use Simple File Sharing (Recommended)”.

3. Configuration Interface Access of System Service

Select [Start/ Settings/ Control Panel (Classical View)/ Administrative Tools/ Services].

19
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4. Configuration Interface Access of System Security Strategy

Press the keys “Win+R” to pop up the “Run” dialog, input “secpol.msc” to enter into
“Local Security Policy” interface.

4.4 Windows Server 2008 Standard 64-bit

1. Configuration Interface Access of Component Services

Select [Start/ Run] and input “mmc -32” to open the “Console Root” interface, as shown

in Figure 4-1.
= Consolel - [Console Root] 10| =l
File  Action ‘“iew Favorites  Window  Help | - |ﬁ'|1|
L AEEY
=| [Hlame | | Actions
There are no items to show in this view,
Mare &ctions 3

Figure 4-1 Consolel interface

Click [File/ Add/Remove Snap-in...] to open the following window, as shown in Figure
4-2,

Add or Remove Snap-ins x|

You can select snap-ins for this consale from those available on your computer and configure the selecked set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:
| Yendor | o [ console Root Edit Extensions. .. |
Microsaoft Cor..,
] Microsoft Cor.., Pz |
_nlﬂ' Certificates Microsoft Cor...
. Component Services Microsoft Cor.., Mowe Up |
;é' Computer Managem... Microsoft Cor. ..
g=n Device Manager Microsoft Cor,,. = Iawve Do |
=% Disk Management Microsoft and. .. Add » |
Q Ewvent Yiewer Microsoft Cor,..
~ Folder Microsoft Car...
_—jGroup Policy Object ... Microsoft Cor,,.
'@IP Security Maonitar Microsoft Car...
'@IP Security Policy Ma,.. Microsoft Cor,,.
= Link ko el Address  Microsoft Cor...
&l ocal Users and Gro.., Microsoft Cor,.. LI (R
Description:
The Active Control snap-in enables wou bo add an MMC node with a resulks view conkaining an Actives: conkrol,

(o4 I Cancel

Figure 4-2 Add or Remove Snap-ins
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Select “Component Services” in “Available snap-ins” pane, then click “Add” and “OK” to
add component services to console root, as shown in Figure 4-3. Configure DCOM as
below for the component service added.

= Consolel - [Console Root Component Services ComputerstMy Computers) 10| x|
E File  Action ‘iew Favorites ‘Window  Help | 18] x|
~ - g BT
e ) it AENERN 7 o] el B
_| Console Roat p . ; i’ | Actions
E #: Component Services 3 3 3 DCOM Config "y

Bl [ Computers

“eSystemBo,.. Yesystemro.,. %hesyskemro...
= (& My Computer Mare Actions
| ComM+ Applications
@ECCOM Config 3 ﬁ 3
| Running Processes
~| Distribuked Transac | %systemro,.. “systemro... Sesystemro...

32-bit Preview Accessibiliby,.. AccStore Class
Handler Sur...

< | 0 |
| |

Figure 4-3 Add component services to console root

2. Configuration Interface Access of Folder Options

Open “Computer” interface, select [Start/ Computer/ Organize/ Folder and search
options]. Select “View” tab, unselect “Use Sharing Wizard (Recommended)”.

3. Configuration Interface Access of System Service
Select [Start/ Control Panel/ System and Security/ Administrative Tools/ Services].
4. Configuration Interface Access of System Security Strategy

Press the keys “Win+R” to pop up the “Run” dialog, input “secpol.msc” to enter into
“Local Security Policy” interface.

4.5 Windows 10
1. Configuration Interface Access of Component Services

® For 32-bit operation system, input “DCOMCNFG” in “Run” dialog to configure DCOM.

For 64-bit operation system, input “mmc -32” in “Run” dialog, and add “Component
Services” in the window popped up to configure DCOM.

Operations in 64-bit windows 7 are same to operations in windows server 2008. For
detail, please refer to “1” in “4.4 Windows Server 2008 Standard 64-bit”".

Attention:

A

In Windows 10 operation system, please set “Default Impersonation Level” as “Identify”.

2. Configuration Interface Access of Folder Options

21



DCOM Configuration Manual IM19S60-E

3.

Open “This PC” interface, select [View/ Options]. Select “View” tab, unselect “Use
Simple File Sharing (Recommended)”.

Configuration Interface Access of System Service

Right click “This PC” and select “Manage” in the right-click menu, pop up the “Computer
Management” interface, then select “Services” below “Services and Applications”, as
shown below.

A Cormputer Managernent = O x
File  Action  Miew Help
e | 2FE c= HE » > 80w
A Computer Managerment (Local © . Services Actions
w [ Systern Tools : : o o Services -
@ Task Scheduler Select an item to view its description.
@ ERerICL et hore Actions 4
| Shared Folders
& Local Users and Groups
IZ-;"EZI Performance
=4 Device Manager
w =5 Starage
= Disk Management
w _—= Services and &pplications
O Sersices
& Wl Control
< > | Extended  Standard /

Figure 4-4 Service list window

4. Configuration Interface Access of System Security Strategy

Press the keys “Win+R” to pop up the “Run” dialog, input “secpol.msc” to enter into
“Local Security Policy” interface.

4.6 Windows Server 2016 Standard 64-bit

1.

Configuration Interface Access of Component Services

Select [Start/ Windows System/ Command Prompt] and input “mmc -32” to open the
“Components Services” interface for DCOM configuration. The steps of configuration are
similar to the operations in Windows Server 2008 Standard system (64-bit), please refer
to the first step in the chapter “Windows Server 2008 Standard 64-bit”.

Configuration Interface Access of Folder Options

Open “This PC” interface, select [View / Options]. Select “View” tab, unselect “Use
Sharing Wizard (Recommended)”.

Configuration Interface Access of System Service
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Select [Start/ Control Panel (Administrative Tools)/ Administrative Tools/ Services].
4. Configuration Interface Access of System Security Strategy

Press the keys “Win+R” to open the “Run” dialog, input “secpol.msc” to enter into “Local
Security Policy” interface.

23



DCOM Configuration Manual

IM19S60-E

Section 5 Information of OPC Server

The OPC server information of SUPCON main system and product is shown in Table 5-1.

Table 5-1 Information of OPC server

Control System or Product

OPCServer

Description

ECS-100/JX-300X/IX-300XP

SUPCON.JXServer

Independent software: OPC Server

SUPCON.SCRTCore

Integrated with VisualField

ECS-700
SUPCON.ECSDASVR Independent software: ECSOPCSvr.exe
SUPCON.ECSAESVR
G3/G5/G5Pro SUPCON.GCSServer Integrated with GCSContrix
TCS-900 SUPCON.TCSOPCDASVR | Integrated with SafeContrix
VXSCADA SUPCON.VXSCADA Integrated with VXSCADA
SAMS SUPCON.SAMS Integrated with SAMS
SUPCON.SAMSAEServer
MISGate SUPCON.MISGateOPC Integrated with MISGate
SUPCON.OPCConnectGate
PIMS SUPCON.PIMS Integrated with PIMS
VxCollector SUPCON.RCIOPC Integrated with VVxCollector

Tip:

Gy

For usage about OPC server, please refer to the user manuals of corresponding software.

24




DCOM Configuration Manual

IM19S60-E

Section 6 Revision

Table 6-1 Retrofit list of the version

Document Version

Applicable Version

Remarks

V1.0

Achieve interconnection via
OPC (remote connection)

The first version

V1.1 (20121228)

Achieve interconnection via
OPC (remote connection)

V2.0 (20151023)

For OPC interconnection.

Rewrite.

V2.1 (20161011)

For OPC interconnection.

Add setting steps of Windows 10 operation system.

V2.2 (20170510)

For OPC interconnection.

Add code.

V2.3 (20171103)

For OPC interconnection.

Add setting steps of Windows Server 2016 Standard
64-bit operation system.

V2.4 (20190225)

For OPC interconnection.

®  Modify the description about opcenum.

® Modify the description and the setting of Default
Impersonation Level in Windows 10 operation
system.

V2.5 (20200707)

For OPC interconnection.

Add illustration about G5Pro in the section “Information
of OPC Server”.

V2.6 (20201028)

For OPC interconnection.

Adjust the description location of the component
services configuration portal.
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